RFC 2350 GowaKab-CSIRT

1. Information about documents

This document contains a description of GowaKab-CSIRT based on RFC 2350, which is
basic information about GowaKab-CSIRT, describes the responsibilities, services
provided, and how to contact GowaKab-CSIRT.

1.1. Date of Last Update

Document is document version 1.0 published on October 1, 2021.

1.2. Distribution Listfor Notice
There is no distribution list for notification regarding document updates.

1.3. Location where this Document can be obtained

The latest version of this document is available at:
https:// csirt.gowakab.go.id/static/rfc2350/rfc2350-id.pdf (versi Indonesian)
https://csirt.gowakab.go.id/static/rfc2350/rfc2350-en.pdf (English version)

1.4. Authenticity of documents

Both documents have been signed with GowaKab's PGP Key -CSIRT. For more
details can be seen in Subheading 2.8.

1.5 Document ldentification

Both documents (English and Indonesian version) have the same attributes,

namely:

Name : RFC 2350 GowaKab-CSIRT

Verses :1.0

Publish date : October 01, 2021

Expiration : This document is valid until the latest document is published

2. Data/Contact Information
2.1. Team Name

GowaKab - Computer Security Incident Response Team (CSIRT)
Abbreviated: GowaKab-CSIRT

2.2. Address

Office of Information Communication, Statistics and Persandian Kab. Gowa
JI. Andi Mallombassang No.72,
Sungguminasa - 92111
SombaOpu, Gowa
2.3. Time Zone

Makassar (GMT+08:00)



2.4,

2.5.

2.6.

2.7.

2.8.

Phone Number
Phone (0411) 887408

Fax Number
Fax 0411 841141

Other Telecommunications

Nothing

E-mail address

incident[at]gowakab.go.id

Public Key and Other Encryption Information/Data

Bits : 4096

ID : GowaKabCSIRT <incident@gowakab.go.id>

Key Fingerprint : 54F1AB90111A93488F06955FA98D70FFCD5CCODC

MQINBGFapNQBEADeDsgvUum3KrDSRWrWXQMpClioJGhsjFOvD3WPCwdHJImaf
heKz
DP2d0gFMBt5M7Q/BXMsEcePKpHfKXPVGtGyS/3FiZBonkV50rcimbUpGT5XCBhw
SFIEEVPGrkBEakOiPBpViqY 1w/81cydwFAMFapNQCGWMFCQPCPmwFCwKIBWIGF
QoJ
CAsCBBYCAWECHgECF4AACgkQqY1w/81cydzB6hAALYL5u/BdxFYN/gFYcSPHcr
05
Pa4PSzIVbTroabdRVZRf1gDO1bhPT+tgFloo7BMFrZs34r7DmiSFCfC6mTHC1lppd
Km9DuQg3FDUIJs4z3EF29dh6 TSDIwYVDM|jP+RpHnsnbBr+oGRo9sU+rYJrGdetdU
4Ga52Vz3Ezv3P0OTHSavPPkOkbW+ehIWwmW7QjkGwZarplaPUdS8uWE/I2GUGQ9m
tL

TA+UWDbY9YeOK/Q+xOTStX4YDz5nmW ceufBKVbEUIAFdoLLA21uL jrkIHD+Wtpk6t
t8RWO/YiG+8KZ9asKtmTYclng6KKGDmrfEkk4wiVNi2P6wDqsT7bqYVdMrycS1YP
XXRILIMGjHFME9mMO/cirUKEnHJ2GP3qjriwLnPNI1LfQMQoPeE8/VDUWYsS9AhBRyYyY
IwxaTCHyxFOOVFSV+A68PTAYPUEY5EkaP7kufZwwa9EGsx5EU9PISrEESj6JBN4
YwDfDZa81NJ5MJOrtwhDVirc1Nxk+nyBueUCp/wO/KFji2XVWEDg6cPruO8IXOvr



MohgYTqf8ASM/V2vkpEOmMXk20xJhgoDK1++9NH4DAXVFHhuP18wygiz90iW5/n3f
9KdJ/T1+dXBO2kouYL5QtYaKsdOiUMFCho70PoJnaNSgGrecDCnu841x2d7LNfyNn
TpW1hNVO0/aerC/j4AIMW5AgOEYVgk1AEQALUg6DNoXzJfAXA8WrLIK39v3Lyp/Wb4
L+guPMKaxAJxd+f1ZizQ6KiQCIWUgININ3RU45W 1cWAhxw4LE3rg3QzUuigMUX7m
gSk/7uonyS/J/8ix1CHxe XKP4T5wqQkn/M1fU/I4AxAk9POBANWY6p O/IPjxhIGhM
JIdoEPIVCCVSfNul/b9e5XQfzlAeakYcjSX2XHSfPVGLTmSnAD+k4MaUqg3wVzOoC
LJIcUQLaN8jX+uuXiw3XGxgSUz6zWyIl/i2Wph0YwldgglVONWIgYd7xCNGGMDHrf
yYPbaO+7eHCGWKIi77wqu9h4GHyIVhjCTJ3cVBrkkpongHiJ/oN/2j1B3vsEU/Oft
5x30ZAZq6R1gQf8gFS/pzZBKDZ0o+5CE/NSE1iP0oY1jPtc59i0MXO6+h6VA98FrJO
bRohXuutvnFcpw22JWFNzhlolY CJujyhoQzW30TkqY+Gb1lbGXLFsbh8UqgdooM8PIH
FAV54FJkiO4fetomrl9POVKAAHGIQgkLZDSMDNDgNUFGPpnwAGgihYOjM2kfbLX
Owr4ofGgdcRLIMFAHF6IKghx2cp8JjTQ9tvuW5SNS8/vdtlcje6QrdSJ87ZPpKw2Pg
gNjtCFDKhJIQxJRi8vOxPImtziMONhKVJv/vC5s5rUIfh3nLs3kclw2exnuy4QVe
JT6RONeX+dcVABEBAAGJIAJWEGAEIACYWIQRU8auQERQTSI8GIV+pjXD/zVzJ3A
ucC
YVgk1AIbDAUJA8I+bAAKCRCpjXD/zVzJ3AdgD/0Z4PYR1PxsCj7DcnhoviOWudyA
9H6VvZd539ZgQbADVAFRO80Tbz9jbMlweSw/jcSB+/W7npHUb4nKfx8qxA6¢chT S2W
+XP4nusgoGrxnvNu39U4QH2RdFftsOuUNW4hbLDfmVpQfswDINGKLOfI93Dj/M4dk
XXLNVEOCwWG193gOFCRoFbub9B7k9C2Y/CNkaHWva201UyD/e3MKUdO30DWL+
RaBz
rPxXV45B0o+Nhk6FV77eu+TfOpAGYUlQQKYbZHmMuUF|jtKz6QGscrBWI4IvYisgeHlh
NGI8t8i2joD4AnTPEMIISEcO0JpN2yT180sTec3ESKAMycm/Ef+Q+MPPYfsmEdOh+W
56G+dulzyG1WapNPV5kjs8716pQES5kTCISf8ohlox2jDKptuhQZXA5Cy1g5Xk/r
C3yNO2zL00grrrP2WVTLfgZe7B1Z+g03724yIJMfR0O9ntfaZCQmjz7BHDjo37yJO0
157n9/g8Lik+mnN4qvtUxWruvcZFilXtgxKd2h9EwQe7N2ND3fm05bPCJokxUY6t
uLbJvwQmW9CelpTfNOIEQGVqZ9ANPDW+FObHY9mMOI6SNTKHIN9IYs8jeL9pIxGOn
F4ehysaTycmtqKGliUggWBxxJYrAwdrSvevZs6aYzQmgGUtxK2FsOr7NRe+To8K
5EGBzq4uJCWASmMQUHg==

=f2JA

This PGP key file is available at:
https://csirt.gowakab.go.id/assets/Publik-Key-Bantuan70-pub.asc

2.9. Team Members

Chairman of GowaKab-CSIRT is the Head of Informatics Communication, Statistics
and Persandian Office of Gowa Regency. Those who include the team members
are all staff of the Field of Persandian and ICT Fields and other Employees who
have been mentioned in the Regent's Decree on Team Formation.

2.10. Other information/data
Nothing


https://csirt.gowakab.go.id/assets/Publik-Key-Bantuan70-pub.asc

2.11. Notes on GowaKab Contacts-CSIRT

The recommended method to contact GowaKab-CSIRT is by e-mail at the
incident[at]gowakab.go.id or by phone number (0411) 887408 to the Information
Communication, Statistics and Persandian Office during the Business Day.

3. About GovCSIRT
3.1. All

3.2.

3.3.

3.4.

GowaKab-CSIRT vision is the realization of cyber defense in the professional and
reliable Gowa Regency Government.
Mission
The mission of GowaKab-CSIRT, namely:
a. Creating Cybersecurity in gowa regency government
b. building the capacity of cybersecurity incident  countermeasures and recovery
resources atthe Gowa Regency Government

Constituents

GowaKab-CSIRT constituents include ICT user OPD in Gowa Regency
Neighborhood

Authority

GowaKab-CSIRThas the authority to conduct incident management, incident
mitigation, investigation and analisis impact of incidents, as well as post-security
recovery onthe Gowa Regency government.

GowaKab-CSIRT conducts countermeasures and recovery at the request of its
constituents.

4. Policy - Policy

4.1.

4.2.

4.3.

Types of Incidents and Levels/Level Support

CSIRT has the authority to deal with various cybersecurity incidents that occur
or threaten our constituents (can be seen in Subbab 3.2).

Support provided by GowaKab-CSIRT to constituents may vary depending on the
type and impact of the incident.

Cooperation, Interaction and Disclosure of Information/data

GowaKab-CSIRT will cooperate and share information with SulselProv-CSIRT,
BSSN or other organization in the scope of cybersecurity.
All information received by GowaKab-CSIRT will be kept confidential.

Communication and Authentication

For regular communication GowaKab-CSIRT can use e-mail addresses without data
encryption (conventional e-mail) and telephone. However, for communications that



contain sensitive/restricted/confidential information may use PGP encryption on
e-mails.

5. Service
5.1. Main Service

GowaKab-CSIRT will help constituents to conduct countermeasures and recovery
of cybersecurity incidents with the following aspects of cybersecurity incident
management:

5.1.1. Cybersecurity-related warnings

This service is in the form of providing cyber threats and incidents to
electronic system owners.
5.1.2. Countermeasures and Recovery of Cyber Incidents

This service isin the form of coordination, analysis, technical recommendations
and on-site assistance in the framework of countermeasures and recovery
of cyber incidents.

5.2. Additional Services

GowaKab-CSIRT actively builds the readiness of government agencies in
countering and recovering cybersecurity incidents  through:

a. Cyber Security Drill Test

b. Workshop or Technical Guidance

c. CSIRT organization Formation Assistance

6. Incident Reporting

Cybersecurity incident  reports can be sent to incident[atjgowakab.go.id by attaching at
least:

a. Photo/ identity card scan
b. Evidence of an incident in the form of a photo or screenshoot or log file found

7. Disclaimer
Nothing
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